
Build Activity Graph (a)A3
Build 
Community 
Statistics
Update count 
occurrences for each 
specific relationship

Calculate mean, 
median, 
mode, and standard 
deviation of duration 
of each relationship 

A31

A33

Validated 
Relationships 
from A21

Historical Entity 
Attributes from 

Graph KB

A32

Activity Graph 
Generation
Extract community
attributes and 
behavior 
characteristics

Build community 
graphs

Community Attributes to Graph Mapping KB

Build EOI and COI 
Knowledge, and Issue 
Alerts
Isolate community event 
combinations.

Isolate entity event combinations.
Capture knowledge for Entities 
and Communities Of Interest 
(EOI’s and COI’s). 

Communities

Community Statistics to Graph KB

EOI Attributes
 from the EOI KB

New Communities to Correlate Knowledge and Publish (A51)

EOI and POI Matched Alerts to 
Interested Parties

Community Behavior 
Characteristics from 
from Graph KB

POI’s from
 the POI KB

Communities to Graph KB

Processing Updates to Audits 
KB

Processing Updates to Audits KB

Processing Updates to Audits KB

New EOI Knowledge

New COI Knowledge

Validated Relationships from Graph 
KB

Rules from 
Rules KB

COI Attributes
 from COI KB

to A34

to A41

to A34

to A41

Systems Management Actions 
to A81

Alert-Criteria-Met Matches to 
POI KB
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Build Activity Graph (b)
A3

A34

Enriched COI Knowledge to A51

Associate Related Knowledge

Associate Related Knowledge
From the AKB with Profiles.

Issue Required Alerts

COI
Knowledge 

from COI KB

Processing Updates to Audits KB

New EOI Knowledge from 
A33

New COI Knowledge from 
A33

EOI
Knowledge 

from EOI KB

Entity
Knowledge 

from Graph KB

EOI 
Knowledge 
from Graph 
Mapping KB

Enriched EOI Knowledge to A51

Community 
Knowledge 
from Graph 

KB

COI 
Knowledge 
from Graph 
Mapping KB

EOI and COI 
Associated Content 
from Content DB

Automatically Analyze Content

Analyze text and identify patterns.
Associate patterns with activities and roles, and 

meanings.
 Assert inferences.

 
Issue Required Alerts

Metadata-based Pattern Selections from Content DB

A35

New Candidate COI Content 
Patterns to A51 and A52

New Content Patterns 
to A52

Content Patterns from 
Rules KB 

COI Knowledge 
from COI KB

EOI Knowledge 
from EOI KB

Content-based Asserted 
Inferences

Processing Updates to Audits 
KB

Required Alerts

Required Alerts
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